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1 Introducéo

O presente documento, serve explicar como ultrapassar os problemas de carregamento do
JAVA no acesso a vérias aplica¢g6es do SIGO.
2 Problemas

2.1 Ecra em branco.

2.1.1 Descrigao.

O Java ndao é carregado aquando da entrada nos ecras do SIGO.

Quando estdo no SIGO e tentam aceder a algum ecrd, a pagina vem em branco e ndo carrega
0 respetivo ecra.

@ https://sigo.gov.pt/sigoRoot/sigo/default jsp o~-ac @ SIGO - Sistema de Informag...
L] . " .
5 clg Slstema de Infarmagao de Gestao Orgamental
y & Inscricio | @ Contactos ? Ajuda
Noticias ¥ S0E + 51 + SFA * SCEP + CGE
Instituto De Informatica - Administracdo (9999
MENU - TERMINAR Antgnin[xavie]r ~

Sistemas de Informacdo e Opgbes Disponiveis

ATENCAO: Verifique e actualize os seus dados Aqui |
SISTEMA DO ORCAMENTO DE ESTADO

SOE - ORCAMENTO DE ESTADO (DGO)

@Sistema do Orgamento de Estado

® Seleccdo dos SFAs a executar

= Diversos
= Instrucdes complementares — Regime SimplificadoNeve !

= Anexo 1.A da Circular 1376Neve v

Fig. 1 — Menu
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L-ac (& SIGO - Sistema de Informag... *

Noticias ¥ SOE + 51 + SFA * SCEP + CGE

Fig. 2 — Menu SOE
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2.1.2 Solucdo

No caso de ter véarias versdes do JAVA instaladas na sua maquina, devera:

)| @ https://sigo.gov.pt/sigoRoot/sigo/defaultjsp O~ & ¢ || @ sIG0 - sistema de Informac... ks

Desinstalar essas versoes.

Desinstalar o Jinitiator.

Instalar a versédo do JAVA que se encontra na pagina do SIGO, no menu 'Links' na
opcéo 'Descarregar/Download JRE 1.7 Update 45' ou a ultima versdo do Java e

proceder a configuragdo conforme a indicagdo na pagina 12.

http://www.java.com/en/download/index.jsp

Devera ficar s6 com uma versao instalada.

57 Sistema de Infurmaga"o de Gestﬁo Orgamem:al

Inscrigéo

Moticias ¥ SOE 4+ | 4+ SFA + SCEP + CGE

Links de Interesse

Politica de Privacidade e Seguranca
Sequranca e Privacidade pdt

Site da eSPap
eSPap - Entidade de Servicos Partilhados da Administracioe Piiblica

Site da Direccdo Geral do Orgamento
Direccdo Geral do Orcamento

Site do Ministério das Financas
Ministério das Financas

Descarregar/Download Acrobat Reader versdo 7.0.5
Ac o

Descarregar/Download JRE 1.7 Update 72 para SO Windows
JRE

Certificado da CA do Instituto de Informatica

Instalacdo Automatica do Certificado

Documento de Apoio na Instalacdo do Certificado no SO Vista

Ajuda na Instalacéio Certificado S0 Vista B pdf

Documentacdo - Requisitos Técnicos de Acesso ao SIGO

Requisitos Técnicos de Acesso ao SIGO  Lpdf

Site da Plataforma de E-learning do II
Plataforma de E-learning do IT

Documento de Apoio na Instalacdo do Java 1.7

Ajuda na Instalacdo do Java 1.7 m pdt

Nota:

Fig. 3—Menu Links

Por vezes, a instalacéo deve ser feita para o respetivo utilizador da maquina com privilégios de
administragdo (caso nao tenha, serd necessario atribuir para a instalacao do Java e de seguida
podem voltar a retirar esses privilégios).
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http://www.java.com/en/download/index.jsp

2.2 FRM-92025 Oracle Jinitiator version too low

2.2.1 Descrigao.

Depois da instalacdo automatica/manual do JAVA versao 7, ao aceder aos ecras do SIGO o
seguinte erro podera surgir.

Este erro foi reportado na Oracle:

This can be read about on Oracle Support:

Note: ID 1348436.1 and a bug exists ( not yet fixed )
Bug:11782681 APPS6: FORMS DO NOT LAUNCH WITH BETA JRE 1.7

% FRM-92085; Oracle Jinilistar warzion 100 o Please

installversion 1.1.8.2 or higher.

Fig. 4 — Erro no carregamento do form

2.2.2 Solucgéo
Para ultrapassar essa situacao, pode:
e Optar pela solucao referida no ponto 2.1
e Proceder da seguinte forma para manter o JAVA 7:

1. Fechar todas as janelas do browser.

2. (Windows XP ) Va ao botdo Menu Iniciar (Start Menu)... DefinigBes (Settings )...
Painel de Control (Control Panel)... e procure pelo icon com uma chavena com o
nome JAVA.

Fig. 5 — Ecra do Control Panel

© 2012 eSPap | Entidade de Servicos Partilhados da Administragao Publica, I.P. | 8/24



3.  (Windows 7)) verifique se 0 seu computador € um Windows 7 de 32-bit ou 64-bit.
Start Menu...Control Panel...System and Security...System

Na figura em baixo esta o local onde ird aparecer o tipo de sistema 32-bit ou 64-bit.

Lo [O ]

Search Control Pane! pel |

1B » Control Panel » System and Security » System - |¢’.|

G-

Control Panel Home . P .
View basic information about your computer
'@‘ Device Manager Windows edition
@ Remote settings Windows 7 Enterprise
@ System protection Copyright © 2009 Microsoft Corporation. All rights reserved. L
'@ Advanced system settings Service Pack 1 |
System
5 5
= Rating: System rating is not available
Action Center Processor: Intel(R) Core(TM]) i5-2500 CPU @ 3.30GHz 3.49 GHz
Windows Update L e
a
_T_erflorman(elnformatlon and System type: 64-bit Operating System
ools
Pen and Touch: o Fen or [ouch Input is available for this Display i

Fig. 6 — Verificar o tipo de Sistema

3.1. Computador com sistema de 32-bit:

e Start Menu...Control Panel...Programs...Java

oo s
o
@Uv@» Control Panel » Programs » v|"’H Search Control Panel Pl

Control Panel Home

Programs and Features
7] Wi I

e and Secur) Uninstall a program | & Tum w’md.cwsfeatures onoroff | View installed updates

Run programs made for previous versions of Windows | How to install a program

Network and Internet

T
Hardware and Sound |@ Default Programs .
&' Change default settings for media or devices | Make  file type always open in a specific program
Set your default programs

Programs
User Accounts
Desktop Gadgets

Add gadgets to the desktop | Get more gadgets online | Uninstall a gadget
Restore desktop gadgets installed with Windows

Appearance and
Personalization

Clock, Language, and Region
Program Download Monitor (32-bit)

Ease of Access

Run Advertised Programs (32-bit)

ol &

& | Java

Fig. 7 — Java no Control Panel
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3.2. Computador com sistema de 64-bit:

e Verificar a versdo do Browser.

Selecione Alt + Ctrl + Delete.

Selecione Task Manager.

Escolha o tab Processes.

O numero que aparece a frente do processo relativo ao Browser
indica a verséo:

PwbdE

iexplore.exe *32

No exemplo acima a versao do Browser seria a 32-bit.

e No caso de ser a 32-bit va ao Start Menu.

e Escreva "C:\Program Files (x86)\Java\jre7\bin\javacpl.exe" para a caixa
onde diz "Search programs and files." e carregue em Enter.

Programs (1)
|£| "C:\Program Files 86\ ava\jreT bin\javacpl.exe”

=
' See more results

| "CA\Program Files (x86)\Java'jreMbir = | | Shut down | » |

2 L e € @

Fig. 8 — Procura do Java no sistema 64-bit

© 2012 eSPap | Entidade de Servicos Partilhados da Administragao Publica, I.P. | 10/24



| £ Java Control Panel E'

No “Java Control Panel” selecione o botdo “View”

General | Java | Security | Advanced

~ Java Runtime Environment Settings
View and manage Java Runtime versions and settings for Java applications
and applets.

| ok || Cancel || apply

Fig. 9 — Propriedades do Java control Panel

Na linha do Java 7 e no campo “Runtime Parameters”, efectuar duplo
click e colocar o seguinte valor :

-Djava.vendor="Sun Microsystems Inc."

Se tiver mais de uma versdo JAVA nesta janela, desmarque a caixa no
campo Enable das respetivas versdes, deixando s a versao 7 ativa.

1.7.0_72

L bl
|£:| Java Runtime Environment Settings ‘ u
User | System
. A
Platform Product Location Path Runtime Parameters abled

http:/fjava.sun.comfprod... C:\Program Files (x86)\Javalyy . -Djava.vendor="Sun Microsystems Inc.”

Eind ] [ Add ] Remove

[ oK ] [ Cancel

Fig. 10 — Local da alteracédo a fazer ao JAVA
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e Para versfes de java a partir da 1.7 update 21:

1. Va as propriedades do Sistema (System Properties) ...botdo direito em cima do
icon My Computer ...selecione Properties ... selecione o tab Advanced ...
selecione o botdo Environment Variables ... selecione a janela System
variables ... selecione o botédo New ... introduza JAVA_TOOL_OPTIONS na
caixa Variable name e -Djava.vendor="Sun Microsystems Inc." na caixa
Variable value e por fim selecione o botédo OK.

System Propetties ) x|

ComputerNameI Hardware Advanced |System Pmteclion' Fiemotel

You must be logged on as an Administrator to make most of these changes.

— Performance
Visual effects, processor scheduling, memory usage, and virtual memory

Settings...

 User Profiles
Desktop settings related to your logon

Settings...

i1

— Startup and Recovery
System startup, system failure, and debugging information

Settings... I

oK I Cancel Spply

Fig. 11 — Aceder as variaveis de Ambiente
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Edit System ¥ariable

'NUMBER_OF_PROCESS... 2
05 Windows_NT
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2. No carregamento do ecra de Forms podera aparecer a seguinte mensagem:

Security Warning @

Do you want to run this application?

-

Hame: oracle.forms.engine.Main

Publisher: UMNEMOWMN

Location: https://sigo.min-financas. pt/forms90 ffava/fo0all. jar

Running applications by UNKNHOWHN publishers will be blocked in a future
release because it is potentially unsafe and a security risk.

Risk: This application will run with unrestricted access which may put your computer and personal
information at risk. The information provided is unreliable or unknown sa it is recommended
not to run this application unless you are familiar with its source

More Information

Select the box below, then click Run to start the application

{ accept the risk and want to run this application Bun ] [ Cancel

Fig. 13 — Mensagem no carregamento do Forms.

Tera que selecionar a caixa de dialogo “I accept the risk and want to run
thisApplication” e de seguida selecionar o botao “Run”, para que inicie o
carregamento do Forms.
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¢ De modo a ultrapassar um possivel erro de certificados, e para tornar mais rapido o
carregamento no acesso ao Oracle Discoverer com o JRE 1.7 instalado, tera que
proceder da seguinte forma(de notar que este passo é s para aqueles que tenham de

aceder ao DISCOVERER DO ORACLE):

1. V& ao botdo Menu Iniciar (Start Menu)... Definicdes (Settings )... Painel de
Control (Control Panel)... e procure pelo icon com uma chavena com o nome

JAVA e abra a aplicacéo.

Fig. 14 — Ecrd do Control Panel

#- Control Panel M= E3
| Fie Edt View Favorites Taok Help | | Address [B Contral Panel ~ G | e
| D - @ - [T | D ssorch [ Foders [ [ 5 3 K| [E]- | () Foidr sync

D e W 0 & 2 s v W}
£S) 3 . g = 7 £
Accessibiity  Add Hardwsre  Add or Administrative  Auksmatic  CorfiguracSs  Configurstion Dake and Time  Display  Folder Options  Flash Player
©Options Remov... Toals Updates Bluetooth
A = ) 3 {i N - <X
7 = = = ! - ez
Fonts Game Indexing (oo evboard Mail Fouse hetwork NvIDIA
Controllers Options & Connections  Control Panel
pticns
. 1 -, == - v
= e, SE2Y L = (=) [~ ] L
<= == = -./ = - = Cd C]
NYIDIA n¥igws Phone and  Power Options  Printers and Program Program ProtectTools  Regional and Remote Run
Deskiop M...  Modem ... Dol Updates  Security ... Language ...  Conbrol  Advertis...
3 5 @ ® & 9 e |
P
=2 2 > ) & ¥ i
Scanners and  Scheduled Security SoundMAX  Sounds and Speech System Taskbar and  User Accounts  Windows
Cameras Tasks Cenker Audio Devices Start Menu CardSpace
a3
% .
Windows wireless
Firewall Metwork Set.
43 objects é
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2. De seguida selecione o tab Advanced e navegue até a op¢do Advanced
Security Settings ... desmarque a opgao “Use certificates and Keys in browser

keystore” e selecione o botdao OK.

Java Control Panel

Generall Upclatel Javal Security Advanced |

Perform certificate revocation checks on
-{" Publisher's certificate only
% all certificates in the chain of trust
. Do not check (not recommended)
Check for certificate revocation using
(" Certificate Revocation Lists (CRLs)
" Online Certificate Status Protocol (OCSP)
“.{® Both CRLs and OCSP
Advanced Security Settings

s in browser keystore

i--[¥ Enable blacklist revocation check
--|¥ Enable caching password for authentication

- Use TLS 1.0

[T Use TLS 1.1

T UseTLS 1.2
Miscellaneous
~[~ Place Javaicon in system tray
[T Java Quick Starter

0

=100 x|

=

| QK I Cancel I

Apply ]

Fig. 15 — Definicdes avangadas do Java - Use certificates and Keys in browser

keystore
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Para tornar mais rapido o carregamento do Oracle Discoverer com 0 JRE 1.7
terd que aceder ao tab Advanced e navegue até a opgdo “Perform certificate
revocation checks on” ... marque a opg¢do “Do not check(not recommended)” e
selecione o botao OK.

-

-
[£| Java Control Panel

| General | Update | Java | Security | Advanced

------ @ Enable - show warning if needed
------ ) Enable - hide warning and run with protections
------ ) Enable - hide warning and den't run untrusted code
------ " Disable verification {(not recommended)
Perform certificate revocation chedks on
------ 1 Publisher's certificate only
...... = Al ; i ;

------ @ Do not check {(not recommended)

----- Certificate Revocation Lists (CRLs)

----- Online Certificate Status Protocol (QOCSF)
------ (@ Both CRLs and OCSP

dvanced Security Settings

----- [] Use certificates and keys in browser keystore
----- Enable blacklist revocation chedk

----- Enable caching password for authentication
----- [] Use 55L 2.0 compatible ClientHello format
----- Use S5L 3.0

----- Use TLS 1.0

----- [ Use TLS 1.1

=

m

1} |

Ok H Cancel ] Apply

Fig. 16 — Definicdes avangadas do Java - Perform certificate revocation checks on
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e Para versfes de java a partir da 1.7 update 51:

1. Apos efetuar as configuragdes anteriores, va ao botdo Menu Iniciar (Start
Menu)... DefinigBes (Settings )... Painel de Control (Control Panel)... e procure
pelo icon com uma chavena com o nome JAVA e abra a aplicacao.

2. De seguida selecione o tab Security e selecione o botédo Edit Site List... .e
adicione https://sigo.gov.pt na caixa location e de seguida click em OK.

| £| Java Control Panel - |. == X

| General | Update | Ja'u'a| Security | Ad'u'anced|

Enable Java content for browser and Web Start applications

Security level for applications not on the Exception Site list
(™) Very High
Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only if the certificate can be verified as not revoked.
(@) High

Java applications identified by a certificate from a trusted authority are allowed to run, even if
the revocation status of the certificate cannot be verified.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.

https:/fsigo. min-financas.pt

https://sigoram.min-financas.pt

Edit Site List...

Restore Security Prompts ] [ Manage Certificates. .. ]

QK H Cancel H Apply

Fig. 17 — Incluir o link do Portal SIGO na lista de exce¢fes do Java
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https://sigo.gov.pt/

| £| Exception Site List ﬂ

Applications launched from the sites listed below will be allowed to run after the appropriate security
prompis.

Location

https: /fsigo.min-financas.pt

https; (s =i T=Tancas. p
https: //sigoram.gov.pt
< https: /fsigo.gov.pt

“‘-‘"‘-——__

['?‘h FILE and HTTP pratocols are considered a security risk,
We recommend using HTTPS sites where available.

[ oK ] [ Cancel

Fig. 18 — Incluir https://sigo.gov.pt na caixa Location e clicar em OK

© 2012 eSPap | Entidade de Servicos Partilhados da Administragao Publica, I.P. | 19/24


https://sigo.gov.pt/

2.3 “Java(TM) was blocked because it is out of date and needs to be updated”

2.3.1 Descrigao.

No Internet Explorer (Verséo 8 a 11) se o Java estiver desatualizado podera aparecer a
seguinte mensagem:

@ Java(TM) was blocked because it is out of date and needs to be updated. What's the nisk? Update Run this time

O utilizadores que puderem atualizar o java terdo que escolher a opcéo “Update” , os
utilizadores que ndo podem atualizar o java ( tém outras aplicacdes que necessitam de versdes
mais antigas do java. Ex.. instalam s6 o Java 6 ) tém de fazer o seguinte;

Tools ... Internet Options ... security ... Trusted sites ... (botao) Sites ...

izeneral  Security |F‘rivacy I Content I Conneckions I Programs I fdvanced I

Select a zone ko view or change security setkings.

@ €& v O
Internet Local intranet  JGMEEREN=+  Festricted
sikes

Trusted sites

j This zone contains websites that you
il krust nok ko damage wour compuker or
wour files,
You have websites in this zone.

Sites

—Security level For this zone

Custom

Custom setkings,
- To change the settings, click Custom lewvel,
- To use the recommended settings, click Default [evel,

Cuskom level,., Default level |

Reset all zones ko default level |

K I Cancel | Al |

Fig. 19 —incluir https://sigo.gov.pt na opc¢ao trusted sites
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https://sigo.gov.pt/

Add this website to the zone ... (botdo) Add

F hl
Trusted sites ﬂ

You can add and remove websites from this zone. All websites in
% this zone will use the zone's security settings.

Add this website to the zone:

https: ffsigo.gov.pt
Websites:

https://sigo.min-financas.pt Remaove

https://sigoram.min-financas.pt
https://sigoram.gov.pt
https:/fsigo.qov.pt

["|require server verification (https:) for all sites in this zone

Fig. 20 —incluir https://sigo.gov.pt

Assim a respetiva mensagem ndao ir4 aparecer.
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https://sigo.gov.pt/

2.4 “Only secure content is displayed.”

2.4.1 Descrigao.

Alguns utilizadores com o Internet Explorer 10, ndo conseguiam visualizar os mapas de
execucao dos SFA’s, aparecendo esta mensagem.

Only secure content is displayed.  What's the risk? Show all content

Assim que clicam no botédo “Show all content”, voltam para o menu principal do sigo, nao
aparecendo o respetivo mapa.

Emissao de Relatorios
O RELATORIO FOI EMITIDO. POR FAVOR AGUARDE PELO CARREGAMENTO NA JANELA AUXILIAR.

Mapa Pedido : MAPA 7.1 - por Classificacdo Orgénica, Fontas da Financiamento, Funcional, Econdmica e Actividadas
Data de Pedido do Mapa : 22 de Maio de 2014 s 10:05:677

Ministério Seleccionado : TODOS ( 01,02,02,04,05,06,07,08,08,10,11,12,13 }

Servico Seleccionado : 3900 - DIRECCAD DE SERVICOS DO ORCAMENTO (DSOR)

Ano Seleccionado : 2014

Periodo Seleccionadoe : 05 - MAIO

Voltar a Pagina de Parametrizacdo

Only secure content is displayed.  What's the risk? Show all content

Fig. 21 — Mensagem “Only secure content is displayed”.

Para ultrapassar este problema sera necessario configurar o Internet Explorer da seguinte
maneira:

Tools ... Internet Options ... security ... Local intranet ... Security level for this zone ... (botéo)

Custom level ... Display mixed content (escolher op¢&o Enable)

© 2012 eSPap | Entidade de Servicos Partilhados da Administragao Publica, I.P.
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Internet Options M
—— -

—

General | Security | privacy | Content | Connections | Programs | Advanced |

Select a zone to view or change security settings.

@ & v O

Internet B« LR =0Ed Trusted sites  Restricted
sites

oo
This zone is for all websites that are

found on your intranet.

Security level for this zone

| Custom
Custom settings.
‘ - To change the settings, dick Custom level,
-To use the recommended settings, dick Default level.

Enable Protected Mode (requires restarting Internet Explorer)
| customlevel... || Defaultievel |

| Resetal zones to defaultlevel |

[ ok J[ cancel || aoply _\’»

Fig. 22 — Ecré de parametrizacédo do IE Tools ... Internet Options ... security ... Local
intranet.
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Security Settings - Local Intran

i

Settings

l_l Allow webpages to use restricted protocols for active conten »
() Disable
() Enable
@ Prompt

| | Allow websites to open windows without address or status b,
() Disable
@ Enable
| | Display mixed content
(7) Disable
o J
() Prompt
| | Don't prompt for dlient certificate selection when only one ce
() Disable
@ Enable

l_} Drag and drop or copy and paste files
Y Niezhla
< | i | »

*Takes effect after you restart your computer

Reset custom settings
Resetto:  (Vedium-ow (default) v | Reset.. |

Fig. 23 — Opgao “Display mixed content”
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